




performance of their duties. Unsecured physical files should never be left unattended. 

Transporting of physical files is discouraged, but when necessary, authorized personnel must ensure that files 

are not transported loose and are secure. Whenever possible, transportation should occur directly from the 

original location to the new and returned promptly; each stop is an added risk. Vehicles, homes, and public 

places pose a particular risk and every effort should be made to reduce exposure. 

Disposal 

Securely disposing of PII documentation is an important part of ensuring data security. No PII documents should 
ever be placed in trash or recycle bins. Complete destruction is required for duplicate or unneeded PII. After the 

required record retention period, physical files must be completely destroyed. Electronic files stored on desktop 
computers, laptops, Cloud storage, portable storage, servers, cell phones, tablets, etc should be deleted and 

completely erased or physically destroyed. 

Monitoring 

Prince George's County Workforce Development Board may monitor, audit, or evaluate Board staff, sub

contractors, and service providers for adherence to this policy. 

Breach 

Board staff, sub-contractors, and service providers who suspect, discover, or are notified of an actual data 
security incident or potential breach of security and/or privacy relating to Personally Identifiable Information, 

must immediately and NO LATER THAN 48 HOURS from suspicion, discovery, or notification contact the Board's 

Director, Program Integrity & Data Administration who will then notify the Executive Director and the Prince 

George's County Workforce Development Board Chair. 

A security incident or breach refers to any situation where data was accessed or potentially accessed by 

someone other than an authorized user and/or for other than authorized purposes. 

EXCLUSIONS TO THE POLICY: 

None 

RESOURCES: 

Training and Employment Guidance Letter (TEGL) 39-11 

https://www.dol.gov/sites/dolgov/files/ETA/advisories/TEGL/2012/TEGL 39 11.pdf 

Maryland Department of Labor Policy Issuance 2019-04 https:ljlabor.maryland.gov/employment/mpi/mpi4-

19.pdf

2 CFR 200.79 and 2 CFR 200.82 https://www.ecfr.gov/current/title-2/subtitle-A/chapter-ll/part-200/subpart

D?toc=l 

FORMS: 

None 
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